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QDABRA DATABASE ACCELERATOR V2.3 

SQL vs. Windows Authentication 

In order for DBXL to install and connect to the SQL Server that hosts the required databases, it is often 

necessary to alter the security model of that server. For this reason, installing DBXL requires that the user be 

logged in as a Domain Admin. 

 
Choosing SQL Authentication or Windows Authentication. 

DBXL may use either Windows Authentication or SQL Server Authentication to connect to the database 

specified by the installer. The connection string that DBXL uses to connect to the SQL Server is stored in the 

web.config file of the web service.   

In the case of Windows Authentication, this connection string is left unencrypted since it does not contain 

any login information. To use Windows Authentication, you will need to give the server machine account 

where DBXL is installed sysadmin access to the SQL instance. You will also need to run ASPNET under a 

domain account. 

If SQL server and DBXL are on separate servers, use SQL Authentication. For SQL Server Authentication the 

connection string is encrypted to prevent unauthorized users from obtaining the login information. In all 

cases, the user specified for connecting to the SQL Server is added for the QdabraDBXL and QdabraSamples 

databases with the db_owner role. 
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An unencrypted and encrypted connection string in web.config. 

The default setup for DBXL is to use the NT AUTHORITY\NETWORK SERVICE user to connect a SQL Server 

hosted on the same computer as DBXL. 

In the special case where DBXL uses Windows Authentication to connect to a remote SQL Server, the 

<Domain>\<Machine>$ user is added as a db_owner to the remote SQL Server, where <Machine> is the 

name of the machine where DBXL is hosted. 

 SQL Authentication Windows Authentication 

Local SQL 

Server 

 Connection string is encrypted 

 SQL and Web Service users are 

separate 

 Connection string is not encrypted 

 SQL and Web Service users are the same 

Remote SQL 

Server 

 Same as Local SQL Server  Connection string is not encrypted 

 User <Domain>\<Machine>$ is added 

to the remote SQL Server as a db_owner.  
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