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QDABRA DATABASE ACCELERATOR V2.3

SQL vs. Windows Authentication

In order for DBXL to install and connect to the SQL Server that hosts the required databases, it is often
necessary to alter the security model of that server. For this reason, installing DBXL requires that the user be
logged in as a Domain Admin.
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Choosing SQL Authentication or Windows Authentication.

DBXL may use either Windows Authentication or SQL Server Authentication to connect to the database
specified by the installer. The connection string that DBXL uses to connect to the SQL Server is stored in the
web.config file of the web service.

In the case of Windows Authentication, this connection string is left unencrypted since it does not contain
any login information. To use Windows Authentication, you will need to give the server machine account
where DBXL is installed sysadmin access to the SQL instance. You will also need to run ASPNET under a
domain account.

If SQL server and DBXL are on separate servers, use SQL Authentication. For SQL Server Authentication the
connection string is encrypted to prevent unauthorized users from obtaining the login information. In all
cases, the user specified for connecting to the SQL Server is added for the QdabraDBXL and QdabraSamples
databases with the db_owner role.
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appSectinga
<add key="ConnectionString”™ wval AC"#'.!I( a Jource=~ |[LOCKL)\SQLEXPRESS: Initial Catalog-QdabralBXL: Integrated E:;:.A-_-)'.','-Truf:"]

<add key="EncryptedConnectionString® value=Ylalsd" />

cappletting=>
<add keays"ConnectionString™ values "[LL:,'I PARZ IpLYK41C3vOotbelviy/ Xxed9Casd APUF x JnOhVETRESTRu7e CNAHENRL 5/ wBeDedPagD UbAYRREPX 11
<add key="EncrypredConnects cing" e={zzuc™] />
<add key="Documentlockburatio nNinutesa” valus=*50" />

<add keys"UseSync At LionLock® valuss"talse® />

Qe=vE0" /3

<add key="SyncronogationlockiaitTimeOutInfilliSeconds”™ val

An unencrypted and encrypted connection string in web.config.

The default setup for DBXL is to use the NT AUTHORITY\NETWORK SERVICE user to connect a SQL Server

hosted on the same computer as DBXL.

In the special case where DBXL uses Windows Authentication to connect to a remote SQL Server, the
<Domain>\<Machine>$ user is added as a db_owner to the remote SQL Server, where <Machine> is the

name of the machine where DBXL is hosted.

SQL Authentication Windows Authentication

¢ Connection string is encrypted ¢ Connection string is not encrypted

Local SQL e SQL and Web Service users are e SQL and Web Service users are the same
separate

Server

¢ Same as Local SQL Server ¢ Connection string is not encrypted
Remote SQL ¢ User <Domain>\<Machine>$ is added

to the remote SQL Server as a db_owner.

Server
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